STEP-BY-STEP GUIDE

Upflow/Salesforce - Permissions Setup

Upflow connects to Salesforce via an APl user with the correct permissions. This setup ensures
that Upflow can securely read the customer and account information needed for your
organization, without giving full Admin access.

Follow the steps below to configure the integration, with the necessary permissions.

Step 1: Create a Permission Set

1.1In Salesforce, log in as an Admin and go to Setup.

1.2 In the Quick Find search bar, type Permission Sets.
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1.3 Click New to create a new Permission Set.
1.4 Enter a Label (e.g., Upflow Permissions).
1.5 For User License, select Salesforce API Integration.

1.5 Click Save.
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Step 2: Configure Object Settings for Accounts

2.1 Open the Permission Set you just created.

2.2 Go to Object Settings.
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2.3 Find Accounts and click Edit.
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2.4 Check the boxes for:
e Read
e View All Records
e View All Fields
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2.5 (Optional): If you also want to export Upflow customers’ fields to the Salesforce accounts’ fields,
check the box for:

e Edit
Learn more: Export Upflow data to Salesforce

Export feature - Setup note

If you want to use the export feature, after you have already onboarded on Upflow, update the
permission as specified above. Then return to the Upflow CRM settings, wait for 10 minutes, and
refresh the page.
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https://support.upflow.io/hc/en-us/articles/36995947923345-Export-Upflow-data-to-Salesforce

Step 3: Configure Object Settings for Contacts

3.1 From the same Object Settings screen (or using the dropdown next to Accounts), select Contacts
and click Edit.

3.2 Check the boxes for:
e Read
e View All Records
o View All Fields
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Step 4: Configure the “Approved Uninstalled Connected App” permission

4.1 From the Permission Set created Step 1, click on System Permissions
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4.2 Check the boxes for:

e Approved Uninstalled Connected App
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4.3 Save the permissions

Step 5: Create a Profile

5.1 In Setup, search for Profiles.
5.2 Click New Profile.
5.3 Clone an existing profile, but assign it the license Salesforce Integration.

5.4 Save the profile.
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Step 6: Create an Integration User

6.1 In Setup, search for Users and click New User.
6.2 Assign the Profile created in Step 4.
6.3 Enter a valid email address that you can access.

6.4 Save the user.
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6.5 After saving, click Reset Password to assign a password to the user.

6.6 On the user info page, scroll down and assign the Permission Set created in Step 1.

Saarch 2o Fraa?2za@®

Home  Object Manager -

IQ Guick Find ] -
Users

Setup Hame
Salesforce Go
i = | TN ——— ]
Service Selup Assistant Upflow Integration API
5 & w1 | Berminsion st Geous Aasicremanty 18 |
COMMATE Sap Aealtiar Purmisaion 508 | ioense Assigrements 1§ | Parsonal Groama il | Public O I | Teamigd |

Bacaasn i e Mo Herarchy 1) | QuthAgey 5 | [he SabeAccourt Lnky ) | imdabed Mobty Acga Y | Autetcation Swtina lor Exlemal Sesema R !

Hypartarce Assistant Login Mstore (1) | U Provisonion Accoumis &3
Release Updates
User Detail B4t | Bharing | Feset Password| | Foveas | View Summary
Salesforcn Mobdle App - _— A ey I
Lightning Usage s g User Licénss  Salasforos Integrason
Emall  piegraions+ saksyserfivofiowio (Verfied] Profile  Upfiow AP) Profie
Optimizar Usernams  ntegeatons slakeussrG upliow i hatiee
Salgs Cloud Everywhars MIcknamS s artTETEOTO04 3368452770 | Marheting User
Tita Offing Unet
ADMINISTRATION T e
Sitiars Cieparimen Flow User
Oivisisn Sarvice Cloud Usar
Analylics Goupa Addrass Site.com Contributor Unar
Permission Set Groups TimeZoes  (GMT+0100) Gonbral Evopean Standard Teme Site.com Publisher User
(EwropaParis]
Parmission Sets Lecals  Englah (Unibed Saaing) WOE Uner
— Lamgusge  Englan Misblls Push Regitations i
Dalegited Aggesver Datacom User Typs 4
Pulblic Groups A Mads
Managee Cinaais i) £
Queuss Receive Approval Request  Only if | 5™ an approver Datg Mode i
Fediition 1B ast Palettis o5
Roles High-Coateast Pists =
User Managemant Settings bt —i—ri—tll T bl - o AT
Authaniicasee
Usars : u
Appagitieton; Sinler CRE oot "
3 Data Becurity Key (U2F o | § Rceive Salastorce CRM 7
‘WabAuthn] Comtert fimast Alerss
fncebve Salusforce CRM
> Email Ushtrieg Login 3 o Sualorc CHM
gt
PLATFORM TOOLS _Temparary Vestieation .. afil Allow Ferncaating

o r——— faa?2za®

Setup  Home Object Manager -

I @, Cuick Find

Setup Hame
Salesforce Go

Service Selup Assistant

Commerce Setup Assistant

Hypartorce Assistant :thlm“!ﬂmmb\nm: Edil A sbgrmiarats PemTengsen 541 ABBOATIG: ARl Reqaed e T
Release Updates Morsconts ko degley
Salesforce Mobde App
Set GF Parristien Set Group Assgrmens Hep |
Lightring Ligage |
Optimizsr Ny roconds b0 display
Sales Cloud Evorywhare ::":lﬂllﬂ Set License i Aviigrmanty Parmason St Licorne Axsgrmants s T
ADMINISTRATION Mo raconts 1o digley
W Users
Parsonal Groups M Grisp | Parsoran Geouss e (T
Analytics Groups
Ho personal growgs spociiod
Permission Set Groups
Parmission Sets Publie Graup MomBership am Greu Pt Geoup Mororatip e (T
Profiles Wi acsrd bo despley
Pulblic Groups
Qe Memborship i Chisus Cumus Marbership e |1
Ouseues
Roles el 2
User Managemant Settings x Team
Usars Ny recones b displry
> Data
Managers in the Role Hierarchy Managers in Fie Rols Hesrarchy Hep 3
> Email = "

PLATFORM TOOLS




. \ SeschSetup ‘me25a®

il Sgtup  Home  Object Managel

@ Quick Find

SETLP
Permission Sets
Satup Home
|
Salwstorce Go 7
Pairmiasiin 141 Assigaants i for e P
Service Setup Assistant Upflow Integration AP|
Commerce Setup Assistant
Swer| | Cancal
Hypariorce Asgigtant
Updates Avsilable Perminian Sets Enabled Permission Seis

Salestorce Mobide App Salsforce Console User |Uporw Peemissions.

Salesforce Scheduler Gresler
Lightning Usage SeaS Indexing C2C User Perm Add

Socurity Centor Intngration Liser »
Oyptimizer Seler-Focused Sakes Mobie Expecence ‘

Sanice Cloud Usor |4
Sales Choud Everywhans Shapper L)

Sisek Servict Uisr
ADMINISTRATION Standard Einstein Actaty Capture

ZenEventPumpCZCPemSet '
iisn : Pumnp :

Arabytics Groups -

Permission Se1 Groups

Permission Sets

Step 7: Connect Upflow to Salesforce

7.1 On Upflow, in Settings > CRM, click on connect.
7.2 Fill your Salesforce domain name
7.3 Login using the user you just created

7.4 Accept the permission asked by the Upflow App
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Potential Errors

OAUTH_APPROVAL_ERROR_GENERIC

salesforce

OAuth Error

W can't authorize you because of an CWuth ermor, For
FROE INIGIALIoN, COMMACT your Sakislonte

administrator

CUUTH_APPROVAL ERACR_GENERIC : An unexpected
eror has oocuned during authertication. Please try

again,

Solution: You should go to the “Connected Apps OAuth Usage” page of your Salesforce account. Then
install the connected app. This is not suppose to happen, except if you skipped Step 4 above.

Access Restricted for API Only Users

salesforce

Access Restricted for API Only
Users

Wou successiully updated your settings, and can no

longer access the UL Close this window to continug

It can happen if you go back to your Salesforce account, after login the Upflow Integration API during
the Upflow onboarding. You must then logout from Salesforce, and re-login again with the proper
credentials.

Useful documentation:
https://help.salesforce.com/s/articleView?id=005132365&type=1
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